
 Nginx  stream

ngx_stream_core_module

ngx_stream_upstream_module

ngx_stream_proxy_module

 stream  SSL geoip 

Nginx  IP  UDP Flood 

 zone zone 
 zone  upstream status  dashboard  ngx_http_status_module 

 UDP 

stream {

    upstream dns_server {
        zone stream_dns 10m;
        server 127.0.0.1:53;
    }

    match dns {
        send \x00\x2a\x00\x00\x00\x01\x00\x00\x00\x00\x00\x00\x06\x73\x65\x72\x76\
x65\x72\x0a\x73\x74\x61\x72\x64\x75\x73\x74\x65\x72\x02\x6d\x65\x00\x00\x01\x00\x0
1;
        expect ~* \x6a;
    }

    server {
        listen 10086 udp;
        proxy_pass dns_server;
        error_log  /home/nginx/dns-error.log debug;
        health_check udp match=dns interval=1s;
        status_zone stream_dns;
   }
}

Nginx 

http://nginx.org/en/docs/http/ngx_http_status_module.html#status


server {
    listen 8080;

    root   /usr/share/nginx/html;

    location /status {
        status;
    }
    location = /status.html {
    }
}

ngx_stream_core_module  1.9.0
--with-stream

listen address:port [ssl] [udp] [backlog=number] [bind] [ipv6only=on|off] [reuseport] [so_keepalive=on|off|
[keepidle]:[keepintvl]:[keepcnt]];

server

IP

listen 127.0.0.1:12345;
listen *:12345;
listen 12345;     # same as *:12345
listen localhost:12345;

IPV6 

listen [::1]:12345;
listen [::]:12345;

Unix socket “Unix:”

listen unix:/var/run/nginx.sock;

ssl   SSL 

udp   UDP 1.9.13

backlog=number   listen() backlog  BSD -1
511

bind   address:port  bind()  listen 

ipv6only=on|off   [::]  IPV4  on

reuseport  1.9.1  worker  socket
SO_REUSEPORT  worker  Linux3.9+  DragonFly BSD

so_keepalive=on|off|[keepidle]:[keepintvl]:[keepcnt]   TCP keepalive 

ngx_stream_core_module



 Server  listen +

resolver address ... [valid=time] [ipv6=on|off];
server

 upstream  DNS 

resolver 127.0.0.1 [::1]:5353;

 IP nginx  V4  V6  TTL 

resolver_timeout time;
30
stream server

1.11.3

 DNS 

server {...}
stream

 Server

stream {...}
main

 Server  http {...} 

tcp_nodelay on | off;
on
stream server

1.9.4

 TCP_NODELAY 

variables_hash_bucket_size size;
64
stream

1.11.2

 hash 

variables_hash_max_size size;
1024
stream 1.11.2

 hash 

ngx_stream_core_module 1.11.2

$binary_remote_addr

$bytes_sent

$connection

$hostname

$msec

$nginx_version nginx 

http://nginx.org/en/docs/hash.html
http://nginx.org/en/docs/hash.html


$pid worker  PID

$remote_addr

$remote_port

$server_addr  system call  system call  listen 
 bind 

$server_port

$time_iso8601 ISO 8601 

$time_local

ngx_stream_proxy_module  TCP UDP Unix socket 1.9.0

proxy_bind address [transparent] | off;
stream, server

1.9.2

 IP 1.11.2  off  proxy_bind ,
 IP

transparent proxied server  IP  IP
IP proxy_bind $remote_addr transparent;  nginx worker 

proxy_buffer_size size;
16k
stream, server

1.9.14

proxy_connect_timeout time;
60s;
stream, server

proxy_download_rate rate;
0;
stream, server

rate  byte 0
 rate 

proxy_next_upstream on | off;
on;
stream, server

proxy_next_upstream_timeout time;
0;
stream, server

ngx_stream_proxy_module



0 

proxy_next_upstream_tires number;
0;
stream, server

0 

proxy_pass address;
server

 IP proxy_pass localhost:12345;   Unix socket
proxy_pass unix:/tmp/stream.socket;

 IP  round-robin ngx_stream_upstream_module ,
proxy_pass $upstream;

server name  resolver 

proxy_protocol;
off;
stream, server 1.9.2

PROXY proxy_protocol 

proxy_response number;
stream, server

1.9.3

 UDP 
proxy_timeout 

proxu_ssl on | off;
off;
stream, server

 SSL

proxy_ssl_certificate file;
stream, server

 PEM  SSL 

proxy_ssl_certificate_key file;
stream, server

 PEM  SSL 

proxy_ssl_ciphers ciphers;
DEAFAULT;
stream, server

 OpenSSL openssl ciphers

proxy_ssl_crl file;
stream, server

proxy_ssl_name name; host from proxy_pass; stream, server

http://www.haproxy.org/download/1.5/doc/proxy-protocol.txt


 SNI  server name  server name 1.11.3
proxy_pass 

proxy_ssl_password_file file;
stream, server

proxy_ssl_session_reuse on | off;
Default:on;
Context:stream, server

SSL session “SSL3_GET_FINISHED”  SSL 

proxy_ssl_protocols [SSLv2] [SSLv3] [TLSv1] [TLSv1.1] [TLSv1.2];
TLSv1 TLSv1.1 TLSv1.2;
stream, server

 SSL 

proxy_ssl_trusted_certificate file;
stream, server

 PEM  CA 

proxy_ssl_verify on | off;
off;
stream, server

proxy_ssl_verify_depth number;
1;
stream, server

proxy_timeout time;
10m;
stream, server

proxy_upload_rate rate;
0;
stream, server 1.9.3

 byte/s 0

ngx_stream_upstream_module 1.9.0 proxy_pass

upstream name { ... }
stream

 TCP  Unix Socket 

ngx_stream_upstream_module



upstream backend {
    server backend1.example.com:12345 weight=5;
    server 127.0.0.1:12345            max_fails=3 fail_timeout=30s;
    server unix:/tmp/backend2;
    server backend3.example.com:12345 resolve;

    server backup1.example.com:12345  backup;
}

 round-robin 7 5
 backend1  backend  server

server address [parameters];
upstream

 server  IP unix:

 Unix socket  IP

weight=number   round-robin 

max_fails=number  

fail_timeout=number   server  server 

backup   server  backup 

do``wn  server 

max_conns=number  0

resolve   server  IP  upstream  nginx
 zone  stream  resolver 

stream {
    resolver 10.0.0.1;

    upstream u {
        zone ...;
        ...
        server example.com:12345 resolve;
    }
}

service=name   DNS SRV  resolve  hostname 

slow_start=time   Server 0  slow_start 

max_fails fail_timeout slow_start 

zone name [size];
upstream

 zone  name  size workers 
 zone  zone

https://tools.ietf.org/html/rfc2782


upstream_conf in ngx_http_stream_module

state file;
upstream

1.9.7

upstream 

hash key [consistent];
upstream

-  key hash key 
hash $remote_addr

least_conn;
upstream

“ ” nginx  round-robin

least_time connect | first_byte | last_byte;
upstream

“ ” nginx “ ”

health_check [parameters];
server

interval=time  5

fails=number   Server 

pass=number   Server 

match=name   match 
TCP 

port=number   server 

udp   UDP  match  send  expect 

server {
    proxy_pass backend;
    health_check;
}

5  TCP 

 match  health_check 
match 

http://nginx.org/en/docs/http/ngx_http_upstream_conf_module.html#upstream_conf


health_check_timeout timeout;
health_check_timeout 5s;
stream, server

 health_check_timeout  proxy_timeout 

match name { ... }
stream

send string   server 

expect string | ~ regex  “~*”
“~” .

send  expect “\x” 16 “\x80\x1a”

TCP 

send 

 expect

 health_check_timeout 

upstream backend {
    zone     upstream_backend 10m;
    server   127.0.0.1:12345;
}

match http {
    send     "GET / HTTP/1.0\r\nHost: localhost\r\n\r\n";
    expect ~ "200 OK";
}

server {
    listen       12346;
    proxy_pass   backend;
    health_check match=http;
} 


